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t^'a=t!: -Q-^^^-. <y^^Sfl^ ^K:]:^^^^ €-^1^ ^^■g-<='11 

7l^* ^Jl 7]^^ ^^^^ rfls}-^ ^^--g-^ '^^^^ 

•^1 tfl^ **>i::f. ^ ^1}-*^ 'S^^ 

^;*fl (Bilinear Dif f ie-Hel Iman Problem)<Hl 7]^^ ^S-S.^-^ ^7Jl*>jl o]^ 

^ ^^^^<^1 tfltb eTii- o]^o]i eTitt -y-^t)-^ ^V-S-^H 
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{IDENTIFICATION SCHEME BASED ON THE BILINEAR DIFFIE-HELLMAN PROBLEM} 
£ 1^ 7fl^ s^^^ q-Efi^ 

£ 2^ ^ 7fl«?l ^i-7|-;^]-«:?l:^ ^^2|-g- 

S. 3^ ^ ^^oll 7fl^ 

* ^^*>7l ^tt 

^Hl-.^ ^Ai£. 

100 : ^^^1- 200 : ^#^> 

300 : ^]^^ ^elx> 

^^KBilinear Dif f ie-Hel Iman Problem)* <5l-g-€r><^ 7}^ 71]^ ^ 
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<io> ^71], ^^fil ^^ij- cll-ol 7l#Sl ^^-5l-<?l(off-line)«^l>^i^ 

wltfl^(g^Mffi) ^^ol 7}^^}t:^^ ^0)4. neli^, ole]^V ulT:fl^>^^^ 7}^ ^:?> 
oflA-l^, j$.S-e1-^ ^-^l^H^^ ^^""^^ ^ Si^ w>, ^^t!- ^V-g-^V^y^l 

<11> «a^^O.^, '7fl^ 7l^'^ AVo]l5l i^tb tfl^^S^ Hltfl^ 

<12> oj^HlA-l^, ol5]^ 7]]ol Alig 7]^o:| ^^1^01 vfl^^ ;£ %2Lt}c^ A^Tg 

<i3> 3E 1^, ^^^91 711^ 7l#^ ^-^S-Ai. OIB]!^^ ^-^ A}o]n\ 

<14> ^Bl^^^ -f-tl: AHttI ^^TleflollA-l^. ^7fl7lS!f Hl^^l* 7}^ ^7^7] ^^Aj^^E^ 

* ol-§-«^>^Cll, «1^7l^ ZL ^-a-^V^jl-ol o1;^1^Vj1 ^0.1^, ^7fl7l^ ^7fl^t^. 

<15> tijig^ll- ^-B-t!" ^-2.^ ^^;^> P71- ^^^> V7> :5^-B-tb 

'^M, #^^]- ^#^V VSl o^iclt!: ^^<^1 cfl*><^ ^>^^ wl'S^ 
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¥#^1^171 ^O.^Ai ;^>Alol ^7flt!: ^7ll7Hl cfl-g-^V^ Hl^^ll- ^^3>J1 ^^^-^ 

^>-§-^|-e1-^ ^'^^VB^i thi^. -^Alofl ^^^> #^^1- ^^^^ <=>i-§- 

«H ^^^V^ ^^^^^ ^#«>al^> 
<16> 7>^ 7l^^tl 711 «y «cJ-^^ ^]-§-^>^S o>olrl T^M.^ >^>-g-^>^ol ^ 

«j-^oini-. zielM-. o] wj-i^^ ^>Aio^ «i^7K ^, ^T^;^V p^i 3fl>::^:)^7> <y::^s^M 

^11^* **><>^ ^^13 ;^Hl7ll 7>^^^ol tB^«:l ^o> #1^^^ 

<17> ^^€:<^] 7lti]:# ^ ^7B7l <a-^ Al^E^^ <^l-§-^m 7fl<y ^ 3711 

^ ^ ^^1-. ^ ^'>>S(Fiat)5q- >^>nls(Shainir)<^l ^Itfl ^]o].^ ^ 

^ 711^0.^ 3l<i>:E-A]:nle 71'^olsl. ^}x^ ^ ^ ^^^^ 4ri^s (Schnorr )<^1 ^1^^ 

711^01^1-. 3ilC>>H-A>DlS j]y^o. ^^g] ^O]^^^ ^;^lo^ c^^B^^ofl 7I tiV^]: ^ 

<18> ^TC-I, 5Elo].E -Aprils ^ ^5^^ t^^^. :^t]-, 

<19> ^S]^ 4- ^^^}^ ^^§1 ^ ^ yj^J:* ^^t!:i=l-. #^^V n^- 

S. ;^]-<^lsl n]^^] am ^^^}<^ b=a^ mod ir^ /^l^itb^-. #^^> M- ^7llt!:^-. 

<21> * 

^^T]- ^^;^> P«^l7fl <ysio^ 'Jd^^H ^4^t!:4. 
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<22> cf. ^^7]. P7} s-^ y=r a^mod irir :^]^t}<^ 

p-i^ <7S. q-^'H^cf. <yo^o^ ^7> ^^s\x^ ^oic^.. 

ns]^, ^^^} a7> i <a <Q-1^ '^^•^l^i v= /^'^ mod /tI- 

^><^ ^7ll7lS. tbi=1-. ZL ^ tq-^ 1^ ^^t!:^-. cer?p^ ^^;^> P^ 

<28> irf. ^i^^> P^ j--a<r/ r mod ^ v^l^^><^ ^^^> V'>ll7ll 

<29> el-. ^f^^V x=^y- K^mod p^^l ^^V^l-c.^ ^o]^ ;^^xg-^ ^J-c^m 
<30> o]^3]. ^ol, 2lo>E-A>nlesq. ^icisofl z|z]-o| ^flo] j^ig^ :^5^^1 ^ 

<3i> n^icfl. o]^^ 7]^^6\]X]^ ^ 7M €^7fl*!:t:l-. 

^^^-l^. 5l]ol-E-A>PlH 71^51 t^^^ <=^7]^ ^r^o]2]-^ o]^ofl e7l 

23-7 



1020020056937 ' ' #^ ^^1-: 2002/10/2 

'^^l^ ^^^^ #^<^1 <^1^<H^1^, ^>-^Sofl Sl^Ai ol^ofl 

^i^s 7]^^ ^^^i^l- ^-^S. ^ ^S] o]x2] 

w>sq- :y:c.i ^c^^o] ^^^1^ o}x^s}. >^-i*h1:e '^^^ ^l^cf. =fri^s 

n^el-^i. <^1^* *9^tb 'il:^^^ ^^^j- tb ^'3: ^^^^ 

^ cfl^i^ a^^o] -g-oi^b vjiE^^^^o^ 7]\o] 71^01 ^nj-^cf. 

[^igoi oi = :a^> 71 ozv^l] 

^ -S-^cJ-ofl o^sfl o]-^^ ^^S., A>olal :g.:^o:| ajcfl^olej.^ s.^^ 
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^l^l^l-^ ^7^1; ^^;^>7> ^Sfl >^>Alol ojo^o^ ^^A].^ 

^^1; ^1^1^ ^^<^i -§-^ m ^>^^ wi^^i^q- >^i-^t3: ^i-g-^i-o^ th 

a:,^) ^ ^7fl7l Kl- ol^^>o^ #^^>^ ^<?I*>^ i^*>^ ^^1-2.^ 

<38> olBr>. #S«^V<^ ^ «>^3]^ ^AHlcfl cfl«fl >a-/fl:3rl ^^^^t^- 

<39> £ 2^ ^ ^^^1 tc]-€: 711^ 7]^9^ 7'S{^^o] S.^]^ ^A^S., 

= ^ ^^;<>(100). ^^^>(200) ^ ^51^X300)* 5L^*>H, 
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<40> ^^-1, ^1^:^1.(100)^ ^o]^ Aj^t^ all7fl^^oil ttj-e^- ^7^f]$\. til^^ll- 

^V^^ol ^c?-^ ^^:^>(200)'^l7fl ^l^l^V^ ^'g-^^. 

<41> ^#;^>(200)fe ^^;^>(100)7> ^lAl^Vfe ^S-O^ ^Jl>^^^ a1>,^ ofl7fl^>-^ ^^^|. 

ol ^#^>J1, ^^^K100)7> .^11^1^]-^ ^TlSq- ^71] 71 ^^;^>( 100)71- 

^^tb A>-§-^>^^l» ^^t!:cl-. 

<42> Al^eg ^Sl/^XSOO)^ Al>,U^ ^7l^AHln> ^2l-B:>n^, T^^o] A^A^^ a1>,^ t.ll7ll 

^^1-^ ^^Itb^-. ^-?-<^l "il-e^-. ^^^KlOO)^ ^7ll7lS!l- til 1^71 ^^tb 

^11^^ ^ ^4. ^e^M- ^^^^m ^<=>^*>^1 ^^cf. 

^ 711^ <biit wj->g^ ^y-t!- £ 3 tfl^l JE 51- ^2i^<^ ^^^] ^^*>7lS. tbcf. 

<44> 3<^1 £AltV W>S5l- ^Ol, ^ ^i^ofl ttj-S. 7l]ol Alig 7l>g^, Al^t^ Dll7ll^^ ^,8 

^ #^;^>(100) ^7fl7l/Hl^7l ^JA^ (^711410), f^^;^>( 100)^1- ^^^}(200)yJ:^ 
^1^1, -i-^ ^^(^^1420, ^;^1430). ^^;^K200)7> ^^;^>(100)^ -^Jl^^ 

^ ^^^m 21-^(^^1440. ^^1450)^ ^^^>(200) 
7> ^^^KlOO)^ 1- ^ 

<45> olT^l. ^1^^ °ll7ll^^ ^S^^ 4^(^;^1410)^, £ 4a<^l £.AltV H>sq. :y-ol , ^^7\ 

(100)i4 ^f^;^V(200) 2.^71- ^-B-^>^ nil7ll^^-i-ol Ali^ ^el>^>(300)<>ll ^«fl 

^5^^^^ ^7Hs]^ :4^^oli=f. ^ sf^ofl^i -y^^ {?^aii- f;^7l- >i§^^slH, 
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^ ^^^^ aO]T^. i^/a-^ A^A^;^!- /Ji- A^A^ttcf. ^ ^ 

<46> ^7] :^]^], ^ -§-^ 4^(^^1420, ^^1430)^, S. 4b<Hl 

^ ^o], €el;^>(300)7> ^1^^ ofl7fl^^oil 7l^3:l-<^ ^'^^1-(100)7> 

^ \t=T^» ^S^^^V<^ ^7l» ^lAl^>^ ^^;^].(200)7V ^^;^>(100)<Hl7ll Vfl-i-^ 

€^*>^ ^^1, ^^^>(ioo)7> ^v^io^ ^-g-^ <^l-§-*>«^ -§-^^ 

^l^^V ^ ol^ ^#:^K200)o1l7fl ^^t}^ ^ns. o]^o]:^x^^ 
<47> HB^Jl, -^Jl^^ 4^(^^1440, ^;^1450)^. JE. 4c<^l S.^]^ hV^^- :y-ol , 

^K200)7|- ^V^o] AJA^^ ^0^5!^. ^.^;,].(ioo)^ «1^7loll Cfl-g-sr>^ ^7fl7l ^^l^^f 
^ ^^^>(100)7> ^1^^ A>-g-;^>ol^l ^^*>^ ^^olrf. ^ uz|->go)lA^ % ^o.ig 
^^;^>(ioo)fe ^^«]: ^V-g-^V^ ^^^T^, >\^<=>M ^^1 ^^tb 

<48> Oji^l, M. ^x^o^ 71101 ^Tg 7],^o^ ^^Aj^ 3^S.2001 «l-5l<>nAi J^-Vil-H^S^ 

(Boneh-Franklin)'^l ^^^^ cls^-^^ o^^-g-^ 7lw}:^S *H 

^^>(100)5q- ^^;^>(200) ol-g-sls^ tb^. 

<49> ^ ^1^^ ^;^10l i 3011 c^]X\^ 7flOl Alig j2|.;;go^ -^^^ 50^ 
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<50> ^y^^ ^/^l(510)'^l^i^. ^1^^ oll7fl^^» S. 4aofl M-E^-M-^ ^^-1^ 

<51> [^t|-A^ 1] 

<53> n cf^ ^:^l(520)«=>fl^i. ^^tlr ^1^^ ^1)711^^1- o]^^\c^ ^t^^].(ioo) a] 
^sl^>(300)fe- ^^7^X100)^1 ^7fl7'l5q- ttl^^T'l '^S^^^t:!-. la^i ^«<H1 ^^>fe 

<54> [-^^t}-A] 2] 

<56> ol^Tfl §>C>^ ^7fl7'm ^^:=^>(100)M- ^Sl;^V(300)<^l SlSflAi ^7flSl 

"1, til^^l^ ^^^V(100)7> <y:;5i^>7ll :a.^t!-cf. ^^^V(200)^ ^A^A ^ 

^^KlOO)^ ^7fl7lofl ^4. 

<57> HBlJl, ^^l(530)<H1^i^. ^itijrfioll ^^b:>71 ^^}^ ^^^>(100)7}- t}7] 3 

* 7ltil:0.s. ^7]Mr ^3^J*>«=«^ ^#:^>(200)«^l7ll ^l^ltl-tq-. olufl, 3^ 7ll^*>7l ^ 

«ll 3^^^1-(100)^ ^^-1 <a^^ ^ '•z. '•a e^;^ ^^t!:^-. 

<58> [^*}-A] 3] 
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<60> c]^, oie^^ S6\] o\^A^ ^ ^ ix,Q) » ^#^V(200)<^1 Til 

^, ^^1(530)<^]Aisq- ^o] , ^ ^t^^ ^}ufo^ cflA] ^, ^1 1 

^1 2 ^711- ^Aloil ^^^>(200)<^l7fl ^^^-^^'H, ^^:^>(100)7l- 7]- 

^7l# :^]^^ n, ^^^KlOO)7> ^S^atb \+^^ ^ 

<6i> n z]-^ ^n(5m<^^^, ^#^1-(200)^ ^^;^Kioo)^ u,Q)-^ 
«>^2:^ ^S^^^H ^^1- ^l^*>:ii <^1» ^^^>(100)<H1711 

<62> [^^^ 4] 
<63> i?=B>P 

<64> o]nfl, ^ ^>^1# ^^*>^ tflAi, ^;^1(540)^A^ ^^^^^ -^d^ 

Glo\] ^^}^ ^^^V<^ ^#xl-(200)7> ^^;^>(100)o1l7ll 

<65> :3. rf^ ^^l(550)<^lAi, ^x^>^>(ioo)fe ;^>^ol v+^sq. ^^7^mo)<=^]7]]^^ 

<66> 5] 
<67> 5=r,r2r3« 

<68> ol&]^ ;^lAl-0. ^^^].^ ^^^^ ^^Sl- ^^^]^}7] ^■t'^lcf. 
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<69> o]E.]^ ^, #^^>(100)fe ^^^V(200)«^l7fl ^1^1^ -§-^^ ^jAV^V 

^, -i-^^ ^^;^K200)^l7ll ^^tl:^-. <^]^]^ -S-^ 4^ 631- ^ol 

<70> [^^.!^ 6] 

<71> r=abcB+(_a+b-hcyS 

<72> olnfl, ^ ^V^o,]^^^^ ole^ltb -§-^^ ^l^VAl ^A>o1 JL^A^^ ^€^^^1-^ 

22) ^1^21- ^>S(aZ>c/^sq- (^ZH-c)5)5il- isl ^^(abcm a^b^c)S)^^ ^^S. 

<73> ^^l(560)<^l^i ^^:^1-(200)7V -§-^4 ^,9.^, ^^^l-(200)^ ^71^1: ^7fl(550)<^l^i 

^32). ^7fl?ll- A>^*><^ ^T^^]-(ioo)o1 Tg^A^ :s: ^;^l(570)<^l^i^ 

<74> ^^l(560)oll^i ^'^^XlOO)^ ^^^^^ 74 #7] -B-Jl^^ 

<75> [^^^ 7] 

<76> ;c=<i>,e) 

711(570)# ^^^>(100)<^l7ll ^S.^ ^>-§-^><y^ ^^cf. 

<78> [^*1-A1 8] 

e(r,P)=v e(aP+bP+cP, Q)' 
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<80> 8^ ^^7} ^o] ^J^S. ^#^>(200)^ ^:^1(570)» # 

^^1-(100)<H171) Aial^^ofl ^ o;[t:f^ -^^^H (^7^1470) , Tl^o] ;g o.^,]^ 

m57om #^^>(100)7V ^>-§-;^>^* "yrs^Ji ^iwl^ 7l-^t!-cf( 

^^1460) . 

^.a* ^#;^Hl7fl ^el^l ^>^<^1 >«>>-§-:^>e1-^ 3^si ^s. cfl^^ 3}- 

^^tb w>, ;^>^^ ^7fl7isi)- ul'S^m ^^t!- 

<83> ^ ^1^^ t:l3q-^i?l: 7]^^ ^^V^tb Ij-'^'^l ^ 

io^^Jl 9X^. ^X\6\] oy^A^ -^o] ^^a^ S-^m^ ^1)^ 'S^^VTfl ^lAlslJi 

9X^. 7]^ ^^]7} ^^^^ ^^^] ^^^^] ^S^^ 

^ 2::d<^l ^n^^] ^^O] c^:^]^ ^^^r^uV^ <^^t}7]] ^ 
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^>^^ BflojE ^oj^. afl^ Ef-^^>?d ^^^o^ A>-g.§>^C|.. o] 

<^^]JL 9X^T^ ^e<Hl^ ^l^a-^* ^'^l^ <a^«Hl ^<acs:| BllolE >sg-olu). Hfl^ 
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[^^^^^^] 
[^^^J- 1] 

f'^^}. ^#^> ^ ^1^^ ^Sl^^l-S. ^^^Slfe vflE^^s €:^<^1>H^ 7fl^ 

^; 

^7] ^^7\<^]M ^7] ^7] Tjl-tV ^3|.o11 cflt]: ^» ^S^^^VJL, iP-i- /Nl^ 

^^^>^ ^1 5 

^7] Al^eg Dll7ll^^. ^7] ^^7^^ -§-7fl7l. -^-71 ^^7}^ ^7\ , ^7\ ^^A^ 
^ A^^^^ ^\'^^ dlolE^l- ol-g-^l-c:^ ^7\9\ ^^^^^ ^7\ ^^A^ 

^tb i-ilJg-^^a. ^^oflA^o^ 7ll^ 
I^^^J- 2] 
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^l-LV^V*^ ^^^}^ ^^^>^ ^^1^ ^^l^S. sr>fe l^3l|-^nV ^^^flofl 7l«V 

tb ^ilM^^S €r^^l^-1^ 7B<el 
3] 

^1 1 9X<^^^, 

^7] :4 4 ^711^. ^S^i^ id^l- Gj^] ^^}^ ^^*H ^ 

51 7fl^ 

^7] 5 ^^1^. ^7] ^^^m -^«fl ^TlS. ^lAltV i^^m ^^>?;t* ^> 

-g-^H. H).^-^^^^ 2s\ >i^El- ^^(aZ>c/^ (a+b+c)S)^ m ^^^iabcPHa-f-b+cJS)''^ 

7fl«?l w^'S. 

5] 

^1 1 9X'^^^. 
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= e(abcP-^(a-^b'^c)r^r^rjfiiP^P) 

= e(P P) '»*^<''-^*+*^>'i'*i^3« 

^eiP^Py^"" ' eiP.r^r^r^)^''^^^''^'' 
= <P,P)^'^ • e(P,e) 
= e{P^Py^' • ^'^((«+^+c),P<2)^ 
= <P,P)^^ . e{aP+bP-^cP,Qf 
=v • e(aP-^bP+cP,Qy 

viiH^^^ ^^<^l^i^ 7ii<y 
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